3apeructpupoBano B Muntocre Poccun 14 mas 2013 r. N 28375

OEJIEPAJIBHASA CJOY/XKBA 10 TEXHUYECKOMY U OKCIIOPTHOMY
KOHTPOJIIO

ITPUKA3
ot 18 deBpans 2013 r. N 21

OB YTBEPXKJIEHUUN COCTABA U COAEP KAHUA
OPI'AHM3AIMOHHBIX U TEXHUYECKHUX MEP 110 OBECIIEYEHHUIO
BE3O0ITACHOCTU NIEPCOHAJIBHBIX TAHHBIX ITPH UX OBPABOTKE

B UTHOOPMALIMOHHbBIX CUCTEMAX IIEPCOHAJIBHbBIX TAHHBIX

B cootBerctBuU ¢ yacthio 4 cratbu 19 denepanbHoro 3akona ot 27 uronst 2006 r. N 152-
@3 "O nepconanbubix gaHHBIX" (CobOpanue 3akoHonatenscTBa Poccuiickoit enepanuu, 2006,
N 31, crt. 3451; 2009, N 48, cT. 5716; N 52, c1. 6439; 2010, N 27, cT. 3407; N 31, ct. 4173, cT.
4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u Ilonoxennem o denepanbHOit
CIyX0€ MO0 TEeXHMYECKOMY M JKCIOPTHOMY KOHTPOJIIO, YTBEpKIEHHBIM Yka3zoMm lIpesunenta
Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085 (CoOpanue 3akoHOAATEILCTBA
Poccuiickoit @eneparuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N
47, ct. 5431; 2012, N 7, cT. 818), mpuka3biBaro:

1. Y1Bepauth npusnaraembie CocTaB U COJIEPKaHNE OPTraHU3AIMOHHBIX U TEXHUYECKUX MEP
1o oOecreyeHno 6e30MacHOCTH MEPCOHATBHBIX TAHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX
CHUCTEMax MEPCOHATBHBIX JTAHHBIX.

2. [Mpuznats yrpatuBmmmM cuiy npukaz ®CTIK Poccun ot 5 despans 2010 r. N 58 "O6
yrBepxaeHun [lonoxkeHus o mMeTogax U crnocoOax 3amuThl HHGOpPMalUu B MHPOPMAIIMOHHBIX
cucTeMax MepcoHaNbHBIX JaHHBIX" (3apeructpupoBan MuntoctoMm Poccun 19 despans 2010 r.,
peructpanonHbiii N 16456).

Jupexrop

denepanbHO CITy>XObI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH
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YTBepKICHBI
npukazom ®CTIK Poccuu
ot 18 ¢eBpans 2013 r. N 21

COCTAB 1 COAEP/KAHUE
OPI'AHM3AIIMOHHBIX U TEXHUYECKHUX MEP 110 OBECIIEYEHHUIO
BE3O0ITACHOCTU NEPCOHAJIBHBIX TAHHBIX ITPH UX OBPABOTKE

B UTHOOPMALIMOHHbBIX CUCTEMAX IIEPCOHAJIBHbBIX TAHHBIX

1. O0wue moJyIoKeHus

1. Hacrosmmuii nmokyMeHT pa3paboTaH B COOTBETCTBHM C dYacThio 4 cratbu 19
®epnepanbHoro 3akoHa ot 27 utons 2006 r. N 152-03 "O nepconanbubix gaHHbX" (CoOpanue
3akoHojatenbcTBa Poccuiickoit denepanmu, 2006, N 31, cr. 3451; 2009, N 48, ct. 5716; N 52,
cT. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, cT. 4196; N 49, ct. 6409; 2011, N 23, cT. 3263;
N 31, ct. 4701) 1 ycTaHaBIUBaeT COCTaB U COJIEP:KaHUE OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp
1o obecrieyeHnI0 0€30MacCHOCTH EPCOHANBHBIX TAHHBIX MTPH UX 00paboTKe B MH(POPMAIIMOHHBIX
CHUCTeMax T[EepPCOHAJbHBIX JaHHBIX (Jamee - Mepel MO obecrneueHuto 0e30MacHOCTU
NEPCOHAIbHBIX JaHHBIX) AJI KaXJO0ro U3 YpPOBHEH 3alllMIICHHOCTH MEPCOHAJIbHBIX JIaHHBIX,
YCTaHOBJICHHBIX B TpeOoBaHMSIX K 3allUTe MEPCOHAIBHBIX JaHHBIX IpU HUX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMaX IEPCOHAJIBHBIX JAHHBIX, YTBEP)KIEHHBIX I[OCTAHOBJIEHUEM
[IpaButensctBa Poccuiickoit ®eneparun or 1 wHosOps 2012 1. N 1119 (CoGpanue
3akoHoaarenbcTBa Poccuiickoit deneparuu, 2012, N 45, ct. 6257).

Mepsl 1o obecriedennio 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX MPUHUMAIOTCS JJIS 3alUThI
NEPCOHAIbHBIX JAAHHBIX OT HEMPAaBOMEPHOI'O WJIM CIy4yallHOro JOCTYyNa K HUM, YHUUTOXKEHUS,
M3MEHEHUs, OJIOKUPOBAHMSI, KOMIMPOBAHMUS, MPEJOCTABICHHS, PACIIPOCTPAHEHUS MEPCOHATBHBIX
JIAHHBIX, & TAK)KE OT MHBIX HEMPABOMEPHBIX IEUCTBHUI B OTHOIIEHUHU TIEPCOHATBHBIX TAHHBIX.

B HacTosimieM JOKyMEHTe He paccMaTpHBAIOTCS BOIPOCHI OOecredeHus 0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSAKE K CBEIEHUSM, COCTABIISIOIIUM
TOCYIapCTBEHHYIO TaiiHy, a TakKe Mepbl, CBS3aHHbIE C TMPUMEHEHHEM MHU(POBATBHBIX
(xpuntorpauyecKux) CpeACTB 3alIUTh HHPOPMAIIIH.

2. be3onacHOCTh MEPCOHATIBHBIX JIAaHHBIX MPU UX 00paboTKe B MHPOPMALMOHHON cUcTEMe
NEPCOHAIBHBIX JaHHBIX (Jajsee - MHQOpPMAIMOHHAs cHucTeMa) oOecreuuBaeT ONepaTop WU
JMIO, OCYIIECTBIAIONEe 00paboTKy MEpCOHATIBHBIX MJaHHBIX IO MOPYYEHHUIO oleparopa B
COOTBETCTBUU C 3aKOHOJATENBCTBOM Poccuiickon denepannu.

Jlnst BINOJIHEHHsT paboT 1Mo oOecreyeHuIo0 Oe30MacCHOCTH MEePCOHATIBHBIX JaHHBIX MPU UX
00paboTke B MH(GOPMAIIMOHHOW CHCTEME B COOTBETCTBHHU C 3aKOHOJATENLCTBOM Poccuiickoi
@denepanii  MOTYT IIPHUBJIEKATbCsl HAa JOTOBOPHOM OCHOBE IOPUAMYECKOE JIUIO WU
WHAUBUAYAJIbHBIN TpeIpUHUMATEb, UMEIONINE JUIEH3UIO Ha JESITeNIbHOCTh M0 TEXHUYECKOM
3amuTe KOHPUACHIIMATHHOW HHPOPMAITUH.

3. Mepsl 1o obecrieueHut0 6€30MacHOCTH NEPCOHABHBIX JAHHBIX PEATU3YIOTCS B paMKax
CUCTEMBI 3allIUTHl MEPCOHATBHBIX JaHHBIX, CO3/1aBa€MOIl B COOTBETCTBUU C TpeOoBaHUSIMHU K
3al[UTe T[EePCOHAJIBHBIX JaHHBIX NpU UX 00paboTke B MH(POPMALMOHHBIX CHCTEMax
MEPCOHANIBHBIX JIaHHBIX, YTBEPKJICHHBbIMU TMoOcTaHoBieHHeM [IpaButennbctBa Poccuiickoit
Oenepannu ot 1 HOAOps 2012 r. N 1119, u 10mkHBI OBITH HANpaBIEHB Ha HEHUTpAIH3AITUIO
aKTyaJbHBIX yIpo3 0€301aCHOCTH NePCOHANBHBIX TaHHBIX.

4. Mepbl o obecriedeHnI0 0e30MacHOCTH MEPCOHAIBHBIX JAHHBIX PEaTU3yIOTCS B TOM
qucIIe TOCPECTBOM MTPUMEHEHHs B MH()OPMAIIMOHHON CHCTEME CPE/ICTB 3alllUThl HH(OpMAIIHH,
MPOUIEIIINX B YCTAHOBJIEHHOM MOPSAJIKE MPOLEAYPY OLIEHKH COOTBETCTBHUS, B CIyyasx, KOrja
OpUMEHEHHE TaKUuX CPEJCTB HEOOXOMMO ISl HeUTpaIU3alMy aKTyaJbHBIX YTP0o3 0€301MacHOCTH
MEPCOHAIBHBIX JaHHbBIX.
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Kouncynbrantlntoc: npumeyanue.
Hywmepanus nyHKTOB JaHa B COOTBETCTBUU C O(UIIMATIBLHBIM TEKCTOM TOKYMEHTA.

6. Onenka >Q¢GEeKTUBHOCTH PEAIM30BAHHBIX B paMKaX CHUCTEMBI 3aIIUTHI MMEPCOHATHHBIX
JAHHBIX Mep MO 00eCHeueHUI0 0€30IaCHOCTH MEPCOHAIBHBIX JIaHHBIX MPOBOJUTCS ONEPaTOPOM
CaMOCTOSITEJIbHO WJIM C TMPUBJICYCHUEM Ha JOTOBOPHOM OCHOBE HOPUAMYECKUX JHI U
WHAUBUAYAIbHBIX TPEINPUHUMATEICH, UMEIONINX JIMIEH3UIO HA OCYILECTBICHUE AESITeIbHOCTU
[0 TEXHUYECKOHN 3amuTe KOHQUACHIMAIBHOW HH(OpMaIK. YKa3aHHas OLIEHKA MPOBOJAUTCS HE
peke 0JIHOTO pasa B 3 roja.

7. Mepsl 1o obecrieyeHHIO O€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX MpHU UX 00paboTKe B
roCyIapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMaX MPUHUMAIOTCS B COOTBETCTBUU C TPEOOBAaHUSAMU
0 3amuTe WHGOPMAIMU, COJAEPIKAIIEHCS B TOCYIAapPCTBEHHBIX WH(MOPMAIMOHHBIX CHUCTEMAX,
ycranaBnuBaeMbiMu @CTIOK Poccun B penenax cBOMX MOJHOMOYUN B COOTBETCTBHM C YACThIO
5 crateum 16 ®@enepanpHoro 3axkona ot 27 wutons 2006 r. N 149-®3 "O6 wundpopmanmm,
MH(GOPMALIMOHHBIX TEXHONOTHSAX W o 3amuTe uHopmanmu" (CoOpaHue 3aKOHOAATEIHCTBA
Poccuiickoit @eneparun, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N
30, ct. 4600; 2012, N 31, cT. 4328).

II. CocTaB u comepkaHue Mep 1Mo 00ECIICUCHUI0 OE30TTaCHOCTH
MEPCOHAIBHBIX JAHHBIX

8. B coctaB mMep 1o o0ecrieyeHHI0 6€30MaCHOCTH MEPCOHANIBHBIX JaHHBIX, PEAIU3yEeMbIX B
paMKax CUCTEMbI 3alllUThl MEPCOHAIBHBIX JaHHBIX C YYETOM aKTYalbHBIX yrpo3 0€30MacHOCTU
NEPCOHAIBHBIX JAHHBIX U IPUMEHSIEMbIX HHPOPMALMOHHBIX TEXHOIOTUH, BXOJAT:

UACHTUDUKAIMS U ayTeHTU(UKAIUSA CYOBEKTOB JOCTYNa U 00BEKTOB JOCTYIIA;

yIIpaBJIeHUE JOCTYIIOM CyOBEKTOB JOCTYNa K 00bEKTaM J10CTYIIa;

OrpaHUYEHHUE IMPOTPAMMHOMN CpEeJIbI;

3alIMTa MAIIMHHBIX HOcuTeled HH(OpManmuy, Ha KOTOPBIX XpaHATCS M (WIN)
00pabaThIBalOTCsl IEpPCOHAIbHBbIE JaHHBIE (Jajee - MallMHHbIE HOCHUTENIM NEepCOHAIbHBIX
JIAHHBIX );

perucTpanusi COObITHI 6€30MacHOCTH;

aHTHUBUPYCHAs 3aLIUTa;

oOHapyxeH#ue (MPeAoTBPAIICHNUE) BTOPKEHH;

KOHTPOJIb (aHAJIN3) 3AIIUIIEHHOCTH MEPCOHABHBIX TaHHBIX;

o0ecrnieuyeHne eJIOCTHOCTH MHPOPMAIIMOHHOM CUCTEMBI U IEPCOHANIBHBIX JaHHBIX;

obecreyeHre T0CTYITHOCTH NEePCOHATIbHBIX JAHHBIX;

3aluTa cpeibl BUPTyalln3ally;

3alIUTa TEXHUUECKUX CPE/CTB;

3amuTa MHPOPMAIIMOHHOM CHCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U Nepeaun JaHHbIX;

BBISIBIICHHE HWHIMJCHTOB (OJHOTO COOBITHS WIM TPYHNBl COOBITHI), KOTOpHIE MOTYT
MIPUBECTU K COOSM WJIM HapyIIEHUIO (PYHKIIMOHUPOBAHUS MHPOPMAIIMOHHON CUCTEMBI U (WJIH) K
BO3HUKHOBEHHUIO YIpo3 O€30MacHOCTH TMEPCOHAIBHBIX JaHHBIX (Jajiee - WHIOUAEHTHI), H
pearnpoBaHue Ha HUX;

ynpaBiieHHe KoH(purypauueir HHGPOPMALMOHHOM CHCTEMBI H  CHUCTEMbI  3aIlUTHI
NIEPCOHATBHBIX JIAHHBIX.

CoctaB M cojepkaHue Mep IO oOecredyeHHI0 Oe30MacHOCTH IMEPCOHAIbHBIX JAHHBIX,
HEOOXOUMBIX JUIsl 00eCredeHHs KaXKI0ro U3 YPOBHEW 3alUIEHHOCTH MEPCOHAIBHBIX JTaHHBIX,
IPUBE/ICHBI B IPUJIOKEHUH K HACTOSIIEMY JOKYMEHTY.

8.1. Mepbl 1Mo wuAeHTUPHUKAMU U ayTeHTU(UKALUU CYOBEKTOB JOCTyNa M OOBEKTOB
JIOCTyMa JOJDKHBI 00ecrevrnBaTh MPHCBOCHHE CYOBEKTaM M OOBEKTaM JOCTYyNa YHHKAJIbHOTO
npu3Haka (MaeHTU(UKATOpPA), CPAaBHEHHE MPEABIBISIEMOTO CYOBEKTOM (0OBEKTOM) JOCTyMa
UJCHTUPHUKATOpPA C TEpeYHeM TMPUCBOCHHBIX HIECHTH()UKATOPOB, a TakKe MPOBEPKY
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NPUHAIISKHOCTH CYyObeKTy (00BEKTy) JOCTyla NpPEeIbSIBICHHOIO UM HACHTH(PHUKATOPA
(moaTBepKACHUE TIOITTAHHOCTH).

8.2. Mepbl 10 yIpaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTYIA K 00BEKTaM JOCTYyIMa JTOJIKHBI
o0ecrieunBaTh YIpaBICHHUE IpaBaMU U TNPHUBWIETUAMHU CYOBEKTOB JOCTYIA, pa3rpaHUYEeHUE
JIOCTyTa CYOBEKTOB JJOCTYNA K 00bEKTaM JIOCTYIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B
MH(POPMALIMOHHOM CUCTEME MpaBWJlI pa3rpaHUYEHUs JIOCTYIIA, a TaKKe o0ecrneunBaTb KOHTPOJIb
3a COOJIO/IEHHEM ATHUX MPABHIL.

8.3. Mepbl 110 OrpaHUYEHUI0 MPOTrPAMMHON Cpe/ibl JOJKHBI 00€CleYnBaTh YCTAHOBKY U
(M) 3amycK TOJBKO pa3pelieHHOr0 K HCHOJb30BAaHMWIO B HMH(OPMAIIMOHHOW CHCTEME
IPOrpaMMHOr0 OOECIEeYeHHUs MM MCKIKYaTh BO3MOXKHOCTb YCTAaHOBKM M (MJIM) 3alycka
3aIMpeneHHOT0 K HCIIOJb30BaHHIO B MH(POPMAIIMOHHOHN CUCTEME IPOTPaAMMHOTO 00eCTIeueHHs.

8.4. Mepsl 110 3alUTe MAIIMHHBIX HOCUTEJEH EPCOHANbHBIX JAaHHBIX (CpeAcTB 00pabOTKH
(XpaHeHUsI) IEPCOHATBHBIX JAHHBIX, ChEMHBIX MAIIMHHBIX HOCHTEJIEH MEpCOHAIBHBIX JaHHBIX)
JIOJDKHBI MCKJIF0YaTh BO3MOXKHOCTb HECAHKIIMOHMPOBAHHOIO JOCTYIA K MALIMHHBIM HOCHUTEJISAM
U XpaHSAMIMMCS Ha HHUX [EPCOHAJIBHBIM JAHHBIM, a TaKkKe HECAaHKIMOHUPOBAHHOE
UCIIOJIb30BAaHUE ChEMHBIX MAIIMHHBIX HOCUTEJIEH NePCOHANBHBIX JaHHbIX.

8.5. MepsI 1o peructpanuu COOBITHH 0€30IaCHOCTH JODKHBI 00ecrednBaTh cOOp, 3aIuCh,
XpaHeHHEe U 3alUTy MH(pOpManuu o coObITUAX 0€30MacHOCTH B MH(POPMALIMOHHOM cucteme, a
TaKXe BO3MOXKHOCTh MTPOCMOTPA M aHaIM3a HHYOPMAIIUHN O TAKMX COOBITUSIX U PearnpoBaHue Ha
HUX.

8.6. Mepsl 1O aHTUBUPYCHOHM 3allUTe JOJDKHBI OOecreunBaTh OOHApYKEHUE B
UHPOPMALIMOHHOM  CHUCTEME KOMIBIOTEPHBIX HporpaMM JHOO HHOW  KOMIBIOTEPHOMH
uHpOpMaLKK, TPEAHA3HAYCHHOW JJIs1 HECAHKIMOHUPOBAHHOTO YHHUYTOXEHHUS, OJIOKUPOBAHUS,
MOIUGUKALMY, KONMPOBAHUS KOMIBIOTEPHOM HH(POPMALMU WIM HEHTpaau3aluu CpeicTB
3aIUThl HHQOPMAIINH, a TAKXKE pearupoBaHue Ha OOHAPY)KEHUE STUX MPOTPaMM U HH(OpMAITHH.

8.7. Mepsl no oOHapykeHHIO (MpelOTBPAILEHUI0) BTOPKEHHH JOJKHBI OOecleunBaTh
oOHapyXeHHe JENUCTBUI B H(pOpMalMOHHON CUCTEME, HaIIPaBJICHHBIX Ha
HECAaHKIIMOHMPOBAHHBIA ~ JOCTYyNl K  HH(pOpMalMM,  CHElUaJbHble  BO3JACHCTBUS  Ha
MH(OPMALIMOHHYIO cHcTeMy U (WIM) TepcOHalbHbIE JaHHbIE B LENIX J0ObIBaHUS,
YHUYTOXKEHUS, UCKAXEHHUS M OJIOKUPOBaHMS JOCTyNAa K MEPCOHAIBHBIM JAaHHBIM, a TaKxke
pearupoBaHUE HA ATU JCUCTBUA.

8.8. Mephl M0 KOHTPOJIO (aHANM3Y) 3aIMIIEHHOCTH NEPCOHANBHBIX JAHHBIX JOJKHBI
o0ecrieynBaTh KOHTPOJIb YPOBHS 3AIIMIICHHOCTH MEPCOHAIBHBIX AAHHBIX, 00padaThIBAeMbIX B
UH(POPMALIMOHHOM cUCTeMe, IMyTeM IMpPOBEACHUS CHUCTEMaTHMYECKHMX MEpPONPHUSATHHA MO aHAIU3Y
3alIUIIEHHOCTH WH(POPMAIMOHHON CHUCTEMBI W TECTHPOBAHUIO PAOOTOCIIOCOOHOCTH CHCTEMBI
3aIUTHI IEPCOHATIBHBIX JJAHHBIX.

8.9. Meprl no 06ecreyeHnto 1eI0CTHOCTH UH(POPMAIIMOHHOW CHUCTEMbI M MEPCOHAIbHBIX
JTAHHBIX JOJDKHBI oOecrednBaTh OOHapyKeHHe (aKTOB HECAHKIMOHUPOBAHHOTO HapyIICHHS
[IEIOCTHOCTH MH()OPMAITMOHHONW CHCTEMBI M COJIEPIKAIIUXCS B HEW MEPCOHATBHBIX JaHHBIX, a
TaKkXe BO3MOKHOCTb BOCCTAaHOBJICHHMS WH(MOPMAIIMOHHON CHCTEMBI M COAEp)KAIIMXCS B HEH
NIEPCOHATBHBIX JIAHHBIX.

8.10. Mepsl 1o o0OeCHeyeHHI0 JOCTYIHOCTH TEPCOHAIBHBIX JIAHHBIX JOJDKHBI
oOecrieunBaTh aBTOPU3O0BAHHBIN JIOCTYII IIOJIb30BATeNie, MMEIOMMX TpaBa IO OCTYIy, K
NEPCOHANBHBIM JIaHHBIM, COJEpKALIMMCS B MH(QOPMALMOHHOW CHCTEME, B IUTATHOM PEXHUME
(GyHKIIMOHUPOBaHUS HH()OPMALIMOHHON CUCTEMBI.

8.11. Mepsl 1O  3amuTe  Cpeabl  BUPTyaJdM3alMM  JOJDKHBI  HMCKIIOYATh
HECAHKIIMOHUPOBAHHBIA JTOCTYIT K MEPCOHAIBLHBIM JTaHHBIM, 00pabaThIBaeMbIM B BUPTYaIbHOMH
UHPPACTPYKTYpe, U K KOMIOHEHTaM BUPTYalIbHON MHQPACTPYKTYphl U (WIM) BO3JEHCTBUE HA
HUX, B TOM YHCJIE K CpEACTBaM YIIPABIICHUS BHUPTYaITbHOH HHMPACTPYKTYpOH, MOHHUTOPY
BUPTYaJIbHBIX MalIUH (TUIEPBU30PY), CUCTEME XPAaHEHMsS aHHBIX (BKJIIOYasi CUCTEMY XpaHEHUS
00pa3oB BHUPTyaJIbHOM WH(QPACTPYKTYphI), CETH TEpeNadyd JaHHBIX Yepe3 DIJIEMEHTHI
BUPTYyaJbHOW WM (U3NYECKOH HMHQPPACTPYKTYphbl, T'OCTEBBIM OIEPALMOHHBIM CHUCTEMaM,



BUPTYalIbHBIM MalIMHaM (KOHTEHHEpaM), CUCTEME M CETH PEIUIMKAIMH, TEPMHHAIBHBIM U
BUPTYaJIbHBIM YCTPOWCTBaM, a TaK)K€ CHCTEME PE3E€pPBHOIO KOIMUPOBAHUS U CO3/1aBAEMBIM €10
KOTTHUSIM.

8.12. Mepsbl o 3aIUTE TEXHUYECKUX CpEICTB JOJKHBI HUCKJIIOYATh
HECAHKIMOHUPOBAHHBIN TOCTYI K CTAllMOHAPHBIM TEXHHUYECKUM CPEICTBaM, 00pabaThIBAIONIIM
NEPCOHAIBHBIE IaHHbIE, CPeICTBaM, 00ecreunBarouM (YHKIIMOHUPOBaHUE MHGOPMAIIMOHHON
CHCTeMBI (nanee - cpenacrBa obecrieueHHst (QYHKIIMOHUPOBAHUA), U B IMOMEIICHHS, B KOTOPBIX
OHM TOCTOSIHHO DPACIOJOXKEHbI, 3alIUTy TEXHHUYECKHUX CPEACTB OT BHEIIHUX BO3JCIHCTBHIL, a
TaK)Ke 3alUTy TMEPCOHANBHBIX JIaHHBIX, TPEJCTABICHHBIX B BHIE HWH(OPMATUBHBIX
ANEKTPUYECKUX CUTHAJIOB M PU3NYECKHUX MOJICH.

8.13. Mepsl 110 3ammTe HHGOPMAITMOHHON CHUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U MIEpeIavn
JaHHBIX JOJDKHBI OOecrevynBaTh 3alUTy IEPCOHAJIbHBIX JaHHBIX MpPHU B3aUMOJACHCTBUU
WH(OPMAIIMOHHONW CHUCTEMBI WJIM €€ OTICIBbHBIX CEerMEHTOB C HWHBIMH HWH(OPMAIMOHHBIMU
CUCTEeMaMH U MH()OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMUA CETSIMH MOCPEACTBOM MPUMEHEHUS
ApPXUTEKTYpbl HMH(DOPMAIMOHHOW CHUCTEMBI W TIPOSKTHBIX pEMICHUH, HAINPaBJICHHBIX Ha
obecrnieueHre Oe30MacCHOCTH MEPCOHATBHBIX JTaHHBIX.

8.14. Mepbl 110 BBISBICHUIO UHLIUJEHTOB U PEArupOBaHUIO Ha HUX JOJKHBI 00ecreunBaTh
oOHapyxeHHe, WICHTH(PHUKAIUIO, aHAIM3 WHUUICHTOB B MH()OPMALIMOHHONW CHUCTEME, a TaKxkKe
MPUHSITHE MEP 10 YCTPAHESHHUIO U TPEIYIPEIKICHUIO HHITUICHTOB.

8.15. Mepsl 1o ympaBlieHHIO KOH(pUTryparueil MHQOPMAIIMOHHON CHUCTEMBI U CHCTEMBI
3aIIUTBl  TIEPCOHANBHBIX JIAHHBIX JIOJDKHBI  OOECIeYMBATh  YIPABICHHEC W3MEHCHUSIMU
KoH(Urypauuun WHGHOPMALMOHHOW CHCTEMBI M CHCTEMbl 3aIlIUTHl TEPCOHAJIBHBIX JTAHHBIX,
aQHAIM3 TOTCHIIMAJIHLHOTO  BO3JCHCTBUS  IUIAHUPYEMBIX HM3MEHCHHM Ha  oOecreueHue
0€30MacHOCTH MEePCOHATBHBIX TJAHHBIX, a TAKXKE JOKYMEHTHUPOBAHHE STUX U3MEHEHUH.

9. BeiGop mep mo obecrneueHur0 0€30MacCHOCTH TMEPCOHAIBHBIX JAaHHBIX, MOJIEHKAIINX
peanu3anuy B UHGOPMAIIMOHHON CHCTEME B paMKaxX CHCTEMBbI 3alllUThl IEPCOHANBHBIX JaHHBIX,
BKITIOYAET:

ompezaeneHue 0Oa3zoBoro Habopa Mep Mo obecrneueHUI0 0e30MacHOCTH TMEePCOHATBHBIX
JAQHHBIX JIJI YCTAHOBJICHHOTO YPOBHS 3alTUIIIEHHOCTH ITEPCOHATBHBIX JTAHHBIX B COOTBETCTBHH C
0a3oBpiMH HabopamMu Mep 1O obOecreueHuI0 0e30MacHOCTH TEepPCOHANBHBIX JIaHHBIX,
MIPUBEICHHBIMY B MIPUJIOKCHUH K HACTOSIIIEMY JIOKYMCHTY;

ajanrainuio 0a30Boro Habopa Mep Mo od0ecreueHno 0€30MaCHOCTH MEPCOHANBHBIX TAaHHBIX
C YYETOM CTPYKTYPHO-(QDYHKIIMOHAIBHBIX XapaKTePUCTHK WH(MOPMAIMOHHOH CHUCTEMBI,
WH(MOPMAILIMOHHBIX ~ TEXHOJOTUH, ocoOeHHOCTeW (PYHKUIMOHHpPOBAHUS HH(DOPMAMOHHON
CHUCTEMBI (B TOM YHMCJIE UCKIIIOUEHHUE U3 0a30BOT0 Habopa Mep, HEMOCPEACTBEHHO CBSA3aHHBIX C
WH(OPMAIIMOHHBIMU TEXHOJOTHUSMHU, HE HCIOIB3yeMbIMH B MH(GOPMAIMOHHON cHUCTEME, WU
CTPYKTYpHO-(DYHKIIMOHATBHBIMU XapaKTePUCTHKAMK, HE CBOWCTBEHHBIMH HWH(OPMAITMOHHON
cucreme);

YTOYHEHHE aJanTHpoBaHHOro 0a3oBoro Habopa Mep mo obecredeHHio Oe30MacHOCTU
MEPCOHANBHBIX JaHHBIX C YY4ETOM HE BBIODAHHBIX paHee Mep, MPHUBEICHHBIX B MPUIOKCHUH K
HACTOAIIEMY JOKYMEHTY, B pe3yJbTaTe dYero ONPEICIIIIOTCS Mephl 10 00eCIeYeHUI0
0€30MacHOCTH TEePCOHANBHBIX JAaHHBIX, HAMpPABICHHBIE HAa HEUTPAU3alMI0 BCEX AKTYaTbHBIX
yrpo3 0e30MacHOCTH NEPCOHATBHBIX JAHHBIX JUISI KOHKPETHOW WH()OPMAIIMOHHON CHCTEMBI;

JIOTIOTHEHHWE YTOYHEHHOTO aJalTHPOBAHHOTO 0a30BOTO Habopa Mep MO 00eCledeHHIo
0€30MMaCHOCTH TMIEPCOHABHBIX JaHHBIX MEpaMH, 00eCIIEYHBAIOIIIMMH BBITOJIHEHUE TPEOOBAHUH K
3aIIUTe MEePCOHATBHBIX JAHHBIX, YCTAHOBIEHHBIMH WHBIMU HOPMATHBHBIMU MPABOBBIMHU aKTaMU
B 00OJyiacTu obecrieueHnst 0€30MacHOCTH MTEPCOHAIBHBIX TAHHBIX U 3aIUTHl HH()OpMAIUH.

10. Ilpu HEBO3MOXKHOCTH TEXHMYECKON peanu3aluil OTAENbHBIX BBIOPAHHBIX MeEp IO
o0ecreueHnI0 Oe30MMaCHOCTH TEPCOHATBHBIX JaHHBIX, a TAaKKE C YIEeTOM SKOHOMHYCCKOH
[eIecCOO0pa3HOCTH Ha JTamax ajanTanuu  0a3oBoro Habopa Mep © (WIKM) YTOYHEHHS
aJanTUPOBAHHOTO 0a30BOro HaboOpa Mep MOTYT pa3pabdaThIBaThCS WHBIE (KOMIICHCHPYIOIIHE)
MEpbI, HAMpaBJICHHBIE HAa HEUTpaIM3alUio0 aKTyaJlbHBIX YTPo3 O€30MaCHOCTH MEPCOHATBHBIX



JAaHHBIX.

B stoM ciydae B xonxe pa3pabOTKU CUCTEMBI 3allUThl NEPCOHAIBHBIX JAHHBIX JOJDKHO
ObITh TpOBENEHO OOOCHOBaHHME MPHUMEHEHHs KOMIICHCHPYIOUIMX Mep Ui obOecnedeHust
0€30I1aCHOCTH [IEPCOHATIBHBIX JAHHBIX.

11. B cinyuae omnpezneneHuss B COOTBETCTBUU ¢ TpeOoBaHMSIMM K 3alllUTE MEPCOHAIBHBIX
npu ux oOpaboTke B MH(DOPMALMOHHBIX CHCTEMax IEPCOHAIBbHBIX JAHHBIX, YTBEP’KIACHHBIMU
nocranoBienueM [lpaBurensctBa Poccuiickoit @enepanuu or 1 HosOps 2012 1. N 1119, B
Ka4yecTBE AaKTyalbHbIX YIpo3 0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX 1-TO M 2-r0 THUIIOB
JIOTIOJTHUTEIBHO K MepaM 10 00eCTIeYeHNI0 OE30MTaCHOCTH MEPCOHABHBIX TaHHBIX, YKa3aHHBIM B
IIYHKTE § HACTOSAIIETO JOKYMEHTA, MOT'YT IPUMEHATHCS CICAYIOLINE MEPBI:

NpOBEpKa CUCTEMHOr0 M (WJIM) MPHUKIATHOTO MPOTrPaMMHOrO oOOecreueHHsl, BKIIOYas
IIPOrPaMMHBIM KOJl, HA OTCYTCTBHE HEIEKJIAPUPOBAHHBIX BO3MOYKHOCTEM C HCIOJB30BAHHUEM
ABTOMAaTU3UPOBAHHBIX CPEJCTB U (WIH) 0€3 UCTIOIb30BAHMS TAKOBBIX;

TECTUPOBaHUE UH()OPMAIIMIOHHON CHCTEMBbl Ha TPOHUKHOBEHUS;

WCIIOIb30BaHUE B HWH(POPMAIMOHHOM CHUCTEME CHUCTEMHOro W (WIM) TPHUKIATHOTO
IPOrpaMMHOr0 o0OeclieyeHus, pa3pabOoTaHHOIO € HCHOJIb30BAaHHMEM METOJIOB 3allUIIEHHOI0
IPOrpaMMHUPOBAHUS.

12. Ilpu wucnonb3oBaHMM B HHPOPMALMOHHBIX CHCTEMax CEPTU(GULUUPOBAHHBIX IO
TpeOoBaHUAM 0€30M1aCHOCTU NH(OPMALIUK CPEJICTB 3aLUTHI HHPOPMAIUH:

a) 11 oOeceyeHus 1 M 2 ypoBHEW 3allMIIEHHOCTH MEPCOHAIbHBIX JIAHHBIX
PUMEHSIFOTCSL:

CPEICTBA BBIYMCIIUTEIBHON TEXHUKH HE HUXKE 5 Kiacca;

CUCTEMbI OOHAPYKEHUsI BTOP’KEHUHN U CPEACTBA aHTUBUPYCHOM 3alllUThl HE HUXKE 4 Ki1acca;

MEXCETEBbIE JKpaHbl HE HI)KE 3 Kjacca B Cly4ae aKTyaJbHOCTU Yrpo3 1-ro mmm 2-ro
TUNIOB WM  B3aMMOJCHCTBHS ~ HMH()OpPMAMOHHOW  CHCTeMBI ¢  HH(OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIMU ~ CETAMH  MEXIYHApOJHOIO  MH(POPMALMOHHOrO oOMeHa U
ME)KCETEBbIE SKpaHbl HE HIKE 4 Kjlacca B CIy4yae aKTyalbHOCTH YIpo3 3-TO THIMA U OTCYTCTBUS
B3aUMOJIeHCTBUS MH(OPMAIIMOHHON CUCTEMbI ¢ WH(POPMAIMOHHO-TEIEKOMMYHUKALMOHHBIMU
CEeTSIMH MEKyHapOIHOTO MH(POPMAIIMIOHHOTO OOMEHa;

0) 151 obecrieueHus 3 ypOBHS 3aIlIMIIEHHOCTH IEPCOHANBHBIX IaHHBIX TPUMEHSIOTCS:

CpEICTBa BBIYUCIUTEIBHON TEXHUKH HE HUXKE 5 Kiacca;

cHCTeMbl OOHapY)KEHUsI BTOPKEHUN U CPEJICTBA AaHTUBUPYCHOM 3aIUThl HE HUXKE 4 Kilacca
3alllMThl B Clydyae aKTyaJlbHOCTH YIpo3 2-ro TWIa WM B3aUMOJEWUCTBUS HH(OPMaLMOHHON
cucTeMbl ¢ HMH(GOPMAIlMOHHO-TEJIEKOMMYHUKALMOHHBIMA  CETSAMH  MEXJIYHapOJHOIO
MH(OPMaLlMOHHOTO OOMEHa M CHCTEMbl OOHApY>KEHUS BTOPKEHHHM U CPEICTBAa aHTUBHPYCHOMN
3allMTEl HE HWXKE 5 KJlacca 3aIlMUThl B CIIy4ae aKTyaJbHOCTH yrpo3 3-TO THMNA W OTCYTCTBUS
B3aMMOJEHCTBUS MH(OPMALMOHHONW CHCTEMBI C HMH()OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU
CEeTSAMHU MEXKIYHApOJIHOr0 HH(POPMAILIMOHHOTO OOMEHa;

MEXKCETeBble IKpaHbl HE HIXKE 3 Kiacca B cllydyae aKTyaJlbHOCTH Yrpo3 2-TO TUIA WIH
B3aUMOJICHCTBUA HH(DOPMAITMOHHONW CHUCTEMBI ¢ WH(POPMAIMOHHO-TEIEKOMMYHUKAMOHHBIMU
CEeTSIMU MEXYHAPOJIHOTO HH(GOPMAIIMOHHOTO 0OMEHa U MEXKCETeBbIE IKpPaHbl HE HIKE 4 Kilacca
B Clly4ae akTyalbHOCTH YIrpo3 3-ro THNAa M OTCYTCTBHMS B3aUMOJCHCTBHS HH(DOPMAIMOHHOU
CUCTEMBl €  HMH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMH ~ CETAMU  MEXIYHapOAHOIO
UH(POPMALIMOHHOTO 0OMEHa;

B) JJ1s o0ecnieueHus 4 ypOBHS 3allMIIEHHOCTH MEPCOHAIbHBIX JaHHBIX TPUMEHSIOTCS:

CPEICTBA BBIYMCIUTENBHON TEXHUKH HE HUXKE 6 Kiacca;

CUCTEeMbI OOHApYKEHUsI BTOP’KEHUH U CpeICTBa aHTUBUPYCHOM 3alllMThl HE HUXKE 5 Kiacca;

MEXCETEBBIE IKPAHBI 5 Kilacca.

st obecieduennst 1 u 2 ypoBHEH 3alIUIIEHHOCTH NMEPCOHATBHBIX JaHHBIX, a TAKXKE JJIS
oOecrieyeHns 3 ypOBHS 3aIIMIICHHOCTH MIEPCOHATBHBIX JTAHHBIX B MHPOPMAIIMOHHBIX CUCTEMAX,
JUIs. KOTOPBIX K aKTyalbHBIM OTHECEHBI YIpO3bl 2-TO THIIA, IPUMEHSAIOTCS CPEICTBA 3ALUTHI
uHpOpMalLIUY, MPOrpaMMHOE O0OecredeHrue KOTOPBIX IMPOILUIO MPOBEPKY HE HIDKE ueM 1o 4
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YPOBHIO KOHTPOJISL OTCYTCTBHS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH.

13. Ilpm wucnosnb30BaHMM B HH(MOPMAIMOHHBIX CHUCTEMax HOBBIX HH()OPMAIIMOHHBIX
TEXHOJIOTUI U BBISIBICHUH JOMOJHHUTEIBHBIX yIpo3 0€30MAaCHOCTH MEPCOHATIBHBIX JaHHBIX, JUIS
KOTOPBIX HE ONpeeNeHbl Mepbl oOecledeHHus UX Oe30MacHOCTH, JOJKHBI pa3pabaThlBaThCs
KOMIIEHCUPYIOIINE MEPbl B COOTBETCTBUU C ITYHKTOM 10 HacTOSIIEro JOKYMEHTA.

[Ipunoxxenue

k CocTaBy U COJIep:KaHUIO
OpPTraHU3AIMOHHBIX U TEXHUYECKHX
Mep 1o 00ecTICUeHHI0 O€30IaCHOCTH
MIEPCOHANTBHBIX JTAHHBIX IPU UX
00paboTKe B HH(DOPMAITMOHHBIX
CUCTEMaX NEPCOHABHBIX JaHHBIX

COCTAB 1 COHAEP>XXAHUE
MEP 110 OBECITEYEHWIO BE3OITACHOCTH [IEPCOHAJIBHBIX TAHHBIX,
HEOBXOJIMMbIX JIJISI OBECIIEUEHM ST KAXJIOI'O 13 YPOBHEN
SAINIMIIEHHOCTH ITEPCOHAJIBHBIX TAHHBIX



YcnoBHOE
o003HaueHue u

Copepxanre Mep 1Mo 00eCTIeUeHHI0 OE30TTaCHOCTH
NIEPCOHAIBHBIX JaHHBIX

YPpOBHHM 3aLUIIEHHOCTH
MEePCOHANBHBIX JAHHBIX

HOMEpP MEPbI
4 3 2 1

. Unentudukanus u ayreHTudukanus cyoObekToB 10ocTyna U 00bekToB nocrymna (MAD)

NAD.1 Wnentudukanus u ayreHTH(GUKALIUS MOJIb30BaTENeH, | + + + +
SIBJIAIOIINXCS paOOTHUKAMHU OTepaTopa

HNAD.2 Unentudukanuss u ayreHTudukanus ycTpOWCTB, B + +
TOM  4YHUCJI€  CTAallMOHAPHBIX,  MOOWIBHBIX W
MOPTAaTUBHBIX

NAD.3 VYnopasnenue wuaeHtudukaropamMu, B TOM uucie| + + + +
CO3/1aHHueE, IIPUCBOEHHUE, YHUUTOKEHUE
UACHTUPHUKATOPOB

NAD.4 VYmopaBrnenue cpenctBaMu ayTeHTU(UKAUu, B ToM | + + + +
yucie  XpaHEHHWe,  BblAaua, MHULAIA3a1Ms,
OJIOKMpPOBAHUE CPEJCTB AyTCHTU(DUKAMH U IPUHATHE
Mep B clydyae yTparbl U (MJIM) KOMIIpOMETaluu
CpeACTB ayTeHTU(UKALIUU

NAD.5 3amura oOpartHoM CBA3U npu BBOJIE| + + + +
ayTeHTU(UKALMOHHON H(POpMauu

NAD.6 Wnentudukanus 1 ayreHTU(UKALUS MMOJIb30BaTeNne, | + + + +
HE SIBJIIOIINXCS paOOTHUKAMHU orepaTropa (BHEIIHUX
MOJIb30BaTeNeH)

II. YopaBnenue 1ocTynom cyobeKToB JocTymna k o0bekTam nocryna (YIII)
VIIA1 VYnupasnenue (3aBeleHUE, aKTUBallWsA, OJIOKHpOBaHHE | + + + +




u YHUYTOXEHUE) YYETHBIMHU 3aIIMCSIMH
MOJb30BaTENCH, B TOM yHciie BHEIITHUX
MOJIb30BaTeNeH

VIIL.2

Peanuzanus HEOOXOIMMBIX METOJIOB
(TMCKPEIMOHHBIM, MaHIATHBIN, POJICBOM WM WHOU
METO/), THUIIOB (YUTCHHE, 3alUCh, BHIIOJHEHHE WU
WHOM THUIT) U MPaBWJI pa3rpaHUdeHHs] TOCTyIa

VI3

VYmpasienue (punpTpanms, MapIIpyTHU3anus,
KOHTPOJIb COCIMHEHHH, OJHOHANpABJICHHAs Iepeaayda
U UHBIE CHOCOOBI yIpaBiieHUs) WHPOPMAIMOHHBIMU
MOTOKAMH  MEXJYy  YCTPOWCTBAMH, CETMEHTaMH
WHPOPMAIIMOHHOM  CHCTEMBI, a TaKXe MEKIY
MH()OPMAIMOHHBIMU CUCTEMAaMHU

VIIJ1.4

Paznenenne nonmHomoumii (posiei) mosib3oBaTesei,
aJIMUHUCTPATOpPOB U JHUI,  OOECleYHBaIOLINX
(GyHKIIMOHUpOBaHHE NH(OPMALMOHHON CUCTEMBbI

VIIJLS

Haznauenne MHHMMalbHO HEOOXOJUMBIX IIPaB H
NPUBMUJIETUI TOJB30BATEISIM, aJMUHHCTpAToOpaM H
aunaM, — ofecrieunBalOmUM  (PYHKIMOHUpPOBAHUE
MH(POPMALIMOHHOM CUCTEMBI

VIIA.6

OrpannueHrne HEYCIEIIHBIX IMONBITOK BXOJa B
MH(OPMALIMOHHYIO CUCTEMY (moctyna K
MH(OPMAIIMOHHOH cucTeme)

YIIA.7

[Ipenynpexxaenue Monb30BaTeNsl MPU €ro BXOjAE B
WHQOPMAIIMOHHYIO  CHUCTEMY O TOM, YTO B
MH(POPMAIIMOHHON CHUCTEME peaT30BaHbl MEphl IO
o0ecrnieueHno 0€30MacHOCTH MEePCOHATBHBIX JaHHbIX,
U 0 HEOOXOJUMOCTH COOJIOAEHUS YCTAHOBJIEHHBIX




orepaTopoM MpaBWJI  00pabOTKH  MEPCOHANbHBIX
JTAHHBIX

VIIJL.8

OnoBelieHue NOIL30BATENS MOCHIE YCIEIHOTO BXOAa
B HMH()OPMAIMOHHYIO CHUCTEMY O €ro HpeIblaylieM
BX0J1¢ B UHOOPMALIMOHHYIO CUCTEMY

V1.9

OrpaHuueHue 4uciia napajulesIbHbIX CEaHCOB J0CTyNa
I KaXIO0M  Y4YEeTHOM  3alKCH  IOJb30BaTENs
MH(POPMAITMOHHON CUCTEMBI

VIIJI.10

bnokupoBaHue ceanca jnoctyna B UH(DOPMAIIMOHHYIO
CHCTEMY nocie YCTaHOBJICHHOT'O BpPEMEHHU
Oe3neiicTBrs (HEAaKTUBHOCTH) TOJIB30BATENS WM TI0
€ro 3ampocy

VIL11

Pazpemienne (3amper) MAEUCTBUM TMOJB30BaTElCH,
pa3perieHHbIX 10 UACHTUPHUKAITIT u
ayTeHTU(PUKALINH

VIIJL12

[Mognepxka U coxpaHeHue aTpuOyTOB 0€30MACHOCTH
(MeTok 6e30MacHOCTH), CBSI3aHHBIX ¢ MH(pOpMAIUeil B
MpoIiecce ee XpaHeHusI U 00paboTKH

VIIL13

Peann3anus 3alMIIEHHOrO  yAaJl€HHOIO JOCTyIa
CyOBEKTOB JocTynma K OOBEKTaM JIOoCTyna dYepes
BHEIIHUE HH(OPMALMOHHO-TEIEKOMMYHHUKAIIMOHHbBIE
CEeTH

VIII.14

PernaMeHTanuss W KOHTPOJIb HCIIOJIB30BAHUSA B
nH(pOpMaAITMOHHOM CHCTEME TEXHOJIOTHI
6ecrpoBOIHOTO AOCTYIa

VIL15

PGFHaMeHTaHI/IH U KOHTPOJb HCIIOJbB30BaHUA B




WH(POPMAIIMOHHOHN CHCTEME MOOMIIBHBIX TEXHHUECKUX
CpENCTB

VIIJI.16

VYnpasnenue B3aUMOJICHCTBUEM c| + +
nH(OPMAITMOHHBIMU CUCTEeMaMH CTOPOHHHUX
opraHu3anuil (BHEIIHHE HHPOPMAIIMOHHBIE CUCTEMBI)

VI/.17

ObecrieyeHrie  JOBEPEHHOM  3arpy3KH  CPEJIICTB
BBIYUCIIUTEIILHON TEXHUKU

I1l. Orpanuuenue nporpammuoi cpensl (OIIC)

OIIC.1

VYrpanenue 3amyckoM (00paleHusIMHi) KOMIIOHEHTOB
MpPOrpaMMHOTO  oOOecredeHus, B TOM  YHCIE
ompeJielIieHUE 3ayCKaeMbIX KOMIIOHEHTOB, HACTPOMKa
MapaMeTpoB 3amycka KOMIIOHEHTOB, KOHTpOJIb 3a
3aIlyCKOM KOMIIOHCHTOB ITPOrpaMMHOI'0O oOecrieueHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTAMIALKEN)
KOMIIOHEHTOB MPOTPaMMHOI0 OOecledyeHusi, B TOM
qHCI€ ONpPEJNeIEHUE KOMIIOHEHTOB, MOJUIekKAIUX
YCTaHOBKE, HACTpPOMKa IapaMETpPOB  YCTAHOBKH
KOMITOHEHTOB, KOHTPOJIb 3a YCTaHOBKOM
KOMIIOHEHTOB IPOTrPaMMHOI0 00ecTiedeHus

OIIC.3

VYcraHoBKa (MHCTAUIALMSA) TOJIBKO Pa3pelIeHHOro K
HCIOJIb30BAaHUIO MPOTPaMMHOI0 oOecriedeHust 1 (UJIn)
€ro KOMIIOHEHTOB

OIIC.4

VYnpaBieHue BpeMEHHbIMU (QaiilaMu, B TOM YHCIE
3alpeT, paspelleHHue, IEepeHaNpaBlIeHUe 3aIlucH,
yJaJIeHue BPEMEHHBIX (ailion

IV. 3amura MamMHHBIX HOCUTENEH epcoHanbHBIX AaHHbIX (3HUN)




3HU.1

V4eT MallMHHBIX HOCUTEIICH MEPCOHATIBHBIX TaHHBIX

3HU.2

praBHeHI/Ie JOCTYIIOM K MAallMHHBIM HOCHUTCIISAM
MCPCOHAJIbHBIX JTAHHBIX

3HIN.3

KoHTponp mnepeMemeHuss MalIMHHBIX HOCHTEIEH
[IEPCOHAJIBHBIX JaHHBIX 3a IIPEAECIIBI KOHTPOJIUPYEMOU
30HBI

3HN.4

HckiroueHne BO3MOXHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHHST C  COJIEpP)KaHHEM TEPCOHAIBHBIX
JAHHBIX, XPaHSNIMXCS HAa MAIIMHHBIX HOCHTEISX, W
(W1M) WCTONB30BAHMS HOCHUTENICH TMEePCOHATBHBIX
JTAHHBIX B MHBIX HH()OPMAIMOHHBIX CUCTEMAaX

3HIN.5

Kontpons wucnonb3oBaHusi uHTEepdeEiicoB BBOjAA
(BpIBOZIa) WH(OpPMAMK HAa MAaIIWMHHBIE HOCHUTEIN
MIEPCOHANIBHBIX JaHHBIX

3HU.6

Kontponr BBojma (BbIBOAa) uHGOpManuu  Ha
MAalIMHHBIE HOCUTEIH TTEPCOHATBHBIX TAHHBIX

3HW.7

KoHTposib MOJKIIOYEHHS MAIIMHHBIX HOCHUTENEH
MEPCOHAIIBHBIX JAHHBIX

3HIN.8

YHuutoxkeHue (CTupaHue) UM 00e3NMnYMBaHHE
MEPCOHANBHBIX JaHHBIX Ha MAITUHHBIX HOCHUTEISX
Opyu WX T[epenade MeEXAy IOJb30BATEeNsIMU, B
CTOPOHHHWE OpTaHW3alMd I pPEMOHTa  WIH
YTUIU3alliKd, a TakKe KOHTPOIb YHUYTOXKCHHUS
(ctupanwust) unu 00e3TMINBaHUS

V. Perucrtpanust coosiTii 6e3onacHoctu (PCB)

PChb.1

Omnpenenenre coObITHI OE30MACHOCTH, MOAEKALTUX




perucTtpanuu, 1 CPOKOB UX XPAHCHUS

PCb.2

Omnpenenenne cocTaBa U cojepkaHust HHPOPMALIUU O
COOBITHAX OE30IaCHOCTH, TOIEKALINX PETUCTPALIUH

PCb.3

Co6op, 3anmuch U XpaHeHHe WHGOPMAITUU O COOBITHUAX
0€30MaCHOCTH B TEYCHHE YCTAaHOBJIECHHOTO BPEMEHHU
XpaHCHHS

PCb.4

PearupoBanue Ha cOOM TpU PErHCTPALUU COOBITHIA
0e30MacHOCTH, B TOM UHCJIC ammapaTHble U
MporpaMMHBIE OIMOKKH, cCOOM B MeXaHU3Max cOopa
uHpopMaMM W JOCTHXKCHHE  Tpelneia  WIH
MepPENOJIHeHHS 00beMa (EMKOCTH) ITaMATH

PCb.5

Mounutopunr (IpOoCMOTp, aHaiW3) pe3yIbTaTOB
perucrpauuu coOBITHI 6e30macHOCTH u
pearupoBaHHe Ha HUX

PCb.6

I'enepupoBanne BpeMEHHBIX METOK M (WUIN)
CUHXPOHM3AIMS CUCTEMHOI'0 BpEMEHU B
MH(GOPMAIMOHHOH cucTeme

PCB.7

3ammra uHGOpPMAaLUU O COOBITHAX O€30MaCHOCTH

VI. AntuBupycHas 3amuTta (AB3)

AB3.1

Peanusanus aHTUBHPYCHON 3aIlUTHI

AB3.2

Oo6HoBneHNe 0a3bl TaHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX ITPOrpamMM (BUPYCOB)

VII. O6napy:xenue sropxenuit (COB)

COB.1

OO6HapykeHue BTOP)KEHUN




COB.2

Oo6noBNEHNE 0a3bl pEHIAlOIINUX MPABUI

VIIL.

Kontposnb (aHanu3) 3auiieHHOCTH NepcoHaIbHbIX JaHHbBIX (AH3)

AH3.1

BrisiBnenue, aHanu3 ys3BUMOCTEH HH(POPMAIIMOHHOMN
CUCTEMbl W  ONEPATHBHOE YCTPAHEHHE BHOBB
BBISIBJIEHHBIX YSI3BUMOCTEU

+

AH3.2

KoHTpons ycTaHOBKM OOHOBIIEHHI MPOTPAMMHOTO
obecrieyeHus, BKIOYas OOHOBJIEHHE MPOrPaMMHOIO
o0ecrieYeHust CpeACTB 3alIUThl HH(POpMAIUU

AH3.3

KonTpo:is paboTocrnocobHoCTH, apaMeTpoB
HACTPOMKM M TPAaBWIBHOCTH (YHKIIMOHUPOBAHUS
MPOrPaMMHOTO OOECTICYeHHS M CpPEACTB 3aIlUTHI
nHpopmauu

AH3.4

Kontponb cocTaBa TEXHUYECKUX CpPEACTB,
MPOTPAaMMHOTO OOECTIeYeHHsT ¥ CpPEACTB 3aIlUTHI
uHpopMauu

AH3.5

KoHTponp mnpaBwil TreHepallun M CMEHBI Iapojeu
MIOJIB30BATENECH, 3aBENCHMS MW YNAJICHUS YYETHBIX
3alucell  MOJb30BaTelNed,  pealn3aluu  MPaBUII
pasrpaHu4eHus JOCTYIIA, ITOJTHOMOYM I
1oJIb30BaTesel B MHPOPMAILMOHHON cUcTeMe

IX. O0Gecrieuen

Y€ TEJIOCTHOCTU HH(POPMAITMOHHON CUCTEMBI U TIepCcOHANbHBIX JaHHBIX (OLJI)

OLVI.1 KoHTpo:Ib 11e10CTHOCTH MPOrpaMMHOI0 0oOecrieyeHus, + +
BKJIIOYass ~ MPOrpaMMHOE  OOecledeHue  CpeicTB
3a1uThl HH(OpMaLUU

OLJIL.2 KoHTposb  1I€OCTHOCTH MEpPCOHAIBHBIX JAHHBIX,

COACPpIKAIINUXCA B 0azax JaHHBIX HH(bOpMElL[HOHHOfI




CHCTCMbI

OLJL.3

OGecnieuenue BO3MO>KHOCTH BOCCTaHOBJICHUS
IIPOrpaMMHOr0 oOecrieueHusl, BKI4as IporpaMMHOe
obecriedyeHrne CpeACTB 3alIUThl MH(OPMAIUH, TpU
BO3HUKHOBEHUU HEIUTATHBIX CUTYaLU

OLJL.4

OO6HapyxeHue M pearupoBaHUE Ha TMOCTYIJICHHUE B
WHOOPMALIMOHHYI0O  CHUCTEMY  He3alpalimBacMbIX
ANEKTPOHHBIX COOOIIEHUI (THCceM, TOKYMEHTOB) U
uHOM  wmH(DOpMammM,  HE  OTHOCSIIUXCS K
(YHKIIMOHUPOBAHUIO  HH(DOPMAIIMOHHOW  CHCTEMBI
(3ammuTa oT crama)

OLJL5

Kontpons conepkanust HHPOpMALUH, TIepeaaBaeMon
n3 WHPOPMAIIMOHHOW CHUCTEeMBbl (KOHTCHHEPHBIH,
OCHOBAHHBIM Ha CBOMCTBAaxX OOBEKTA AOCTYMA, U (HJIIH)
KOHTEHTHBIN, OCHOBAaHHBIN Ha MTOMCKE 3aIIPEIEHHON K
nepenaye MHGOPMaIUU C UCIIOJIB30BaHUEM CHUTHATYD,
Macok M HUHBIX METOJIOB), M  HCKIIIOYEHHE
HENpaBOMEpHOW  mepenaud  UHpoOpmauuu U3
MH(POPMALIMOHHOM CUCTEMBI

OLJI.6

OrpannueHue IpaB IIOJIB30BATEIEM IO  BBOLY
nH(popManuy B ”HGOPMALIMOHHYIO CUCTEMY

OLUL7

KOHTpOJ'IB TOYHOCTH, IIOJIHOTBI W TIPABUJIBHOCTH
JaHHBIX, BBOIJUMBIX B I/IH(I)OpMaL[I/IOHHYIO CUCTCMY

OLJI.8

KoHTponb ommOOYHBIX ASHCTBUI MONb30BaTesei Mo
BBOJY U (WMJIM) Mepenaye MEepPCOHAJIbHBIX NaHHBIX M
NpeaynpexaeHue IMoibp30Barenael 00 OMmMOOYHBIX
NENUCTBUAX




X. O6ecnieyeHue JOCTYIHOCTH niepcoHanbHbIX AaHHBIX (OT)

OAT.1

Hcnons3oBanre  OTKAa30yCTOMYMBBIX TEXHHYECKHUX
CPEICTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CPEJCTB,
NPOrpaMMHOTO oOecreueHus, KaHAJIOB Iepenadyu
uH(popmManuu, CpEJIICTB obecrieueHus
(GyHKIMOHUPOBAaHUS HH(POPMAITIOHHON CHCTEMBI

O/T.3

KonTpo:s 0€30TKa3HOro (byHKIMOHUPOBAHUS
TEXHUUYECKHX CPEJICTB, OOHAPYKEHUE U JIOKATH3aLUs
O0TKa30B ()YHKIIMOHMPOBAHUS, TPHUHATHE MEp II0
BOCCTaHOBJICHUIO  OTKAa3aBIIUX CPEACTB U HX
TECTHPOBAHUE

OJT.4

[Tepuoamueckoe pesepBHOE KOIHUPOBAHUE
MEePCOHANIBHBIX JaHHBIX Ha pE3epBHBIC MAIIHMHHBIC
HOCHUTCIIU IICPCOHAIBHBIX JaHHBIX

OJIT.5

Obecrnieuenue BO3MO>KHOCTH BOCCTAHOBJICHUS
NEPCOHANBHBIX JIAaHHBIX C PE3EPBHBIX MAIIMHHBIX
HOCHUTENIEH TMEepCOHANBHBIX JaHHBIX (PE3epBHBIX
KONMI) B TeEueHHE YCTAaHOBJIEHHOTO BPEMEHHOTO
MHTEpBaJa

XI. 3amuta cpensl Buptyanmsaiuu (3CB)

3CB.1

Unentudukanuss u  ayreHTU(UKaUs CyObEeKToB| + +
J0cTyna M OOBEKTOB JOCTyMa B BUPTYaJbHOU
uH(QpaCcTpyKType, B TOM 4YHCIE aJMHHHCTPATOPOB
YIPaBJIEHUS CPEACTBAMH BUPTYyaIU3alluu

3CB.2

VYopaBieHue J0OCTYNIOM CyOBEKTOB JocTyma K| + +




o0BEKTaM JO0CTyMa B BUPTYaJbHOU MHPPACTPYKTYpE,
B TOM YHCJI€ BHYTPU BUPTYAJIbHBIX MAlIMH

3CB.3

Perucrpamus coObITHI 6€30MIACHOCTH B BUPTYaJIbHOU
UHPPACTPYKTYpE

3CB.4

VYpasnenue (punpTparnms, MapIIpyTU3aLHus,
KOHTPOJIb COEIMHEHMsI, OTHOHAIIPABJICHHAs Iiepeiaya)
MOTOKaMHU  MH(OPMALUU MEXJIYy KOMIIOHEHTaMH
BUPTYyaJlbHOW ~ HMHQPACTPYKTYpbl, a Takxke IO
[IEpUMETPY BUPTYaIbHOU UH(PPACTPYKTYpPbI

3CB.5

JloBepeHHast 3arpy3ka CepBEpOB BHUPTYyalH3aluHy,
BUPTYyaJdbHOW MalIMHbl (KOHTEHHepa), CepBepoOB
yIpaBieHUs BUPTyaJln3aluent

3CB.6

VYrpaBineHue MNepeMENIeHUEM BHUPTYAIbHBIX MAIlUH
(xoHTelHEepOB) U 00padaThIBAEMbIX HA HUX JaHHBIX

3CB.7

KonTpo:s LIEJIOCTHOCTHU BUPTYaJIbHON
UH(QPaACTPYKTYpHI U €€ KOHPUrypanuit

3CB.8

Pe3epBHOE KONMpOBaHME JaHHBIX, PE3ECPBHUPOBAHUE
TEXHUYECKUX CPEJICTB, MPOTrPaMMHOI0 OOecreyeHHs
BUPTYalbHOW HHQPACTPYKTYphl, a TaKKe KaHaJOB
CBSI3U BHYTPHU BUPTYaJIbHON MHPPACTPYKTYPHI

3CB.9

Peanusanus v ynpasiieHHE aHTUBUPYCHOM 3aILUTON B
BUPTYaJIbHOU HH(PACTPYKTYpe

3CB.10

Pa3Ouenue BupTyalbHOH  HHPPACTPYKTYphl  Ha
CETMEHTBI (cerMeHTHpOBaHUE BHPTYaJIbHOU
UHGPACTPYKTYphl) sl O0OpabOTKM TMEepCOHATBHBIX
JTAHHBIX OTJICITBHBIM ITOJIB30BaTeNIeM U (MJIH) TPYIIIOi




HOJIL30BaTEIEH

XI1I. 3amura Texunueckux cpeacts (3TC)

3TC.1

3amura uH(popManuu, obOpabareiBacMOi
TEXHUYECKUMHU CpPEACTBaMH, OT €€ YTCYKH IO
TEXHUYECKUM KaHaIam

3TC.2

Opranuzanus KOHTPOJUPYEMOM 30HBI, B Ipenaenax
KOTOpPOl TOCTOSHHO Pa3MELIAIOTCs CTallMOHApHBIE
TEXHUYECKUE CpEJICTBa, oOpabatpIBaromme
uH(pOpMaIIMIO, U CpPeICTBa 3alIUThl MH(pOpMAaIH, a
TaK)Ke Cpe/CTBa obecrneueHus: QyHKIIMOHUPOBAHUS

3TC.3

Kontpons u ympaBineHue (GU3MUECKUM JIOCTYIIOM K
TEXHUYECKMM  CpEACTBaM,  CPEIACTBaM  3allUTHI
nH(popManuy, CpelIcTBaM obecrieueHust
(YHKIIMOHMPOBAaHUS, a TakXkKe B IIOMEIICHUs |
COOPYKEHMs, B KOTOPbIX OHHU  YCTaHOBJICHBI,
UCKJIIOYAIOIINe HECAaHKIMOHUPOBAHHBIN (hu3ndYecKuit
JOCTYyIl K CpeiacTBaM 00paboTku uHGpOpManuu,
CpeAcTBaM 3alIUThl MHQOpPMALUMU M  CpeAcTBaM
oOecnieueHns (HyHKIMOHUPOBAHUS MH(DOpPMALIMOHHON
CHUCTEMBI, B IOMEILEHUS U COOPYKEHUS, B KOTOPBIX
OHU YCTAHOBJICHBI

3TC.4

Pa3memnienue ycTpoHCTB BbIBOJA (OTOOpaykeHUs)
uHpopManuy, HCKJIIOUaroniee ee
HECAHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5

3amuTa OT BHEIIHMX BO3JEHCTBUM (BO3aEHCTBUI
OKpY>KaroIen Cpenpl, HECTaOMIIBHOCTH
AJIEKTPOCHAOKEHHS, KOHIWIIMOHUPOBAHUS M HHBIX
BHEIIHUX (PaKTOPOB)




XIII. 3amuTa nHGOPMAITMOHHONW CHCTEMBI, €€ CPEJICTB,
CUCTEM CBsI3U U nepenaun aanubix (3UC)

3UC.1

Paznenenne B mHGOpMaMOHHON cHCcTeMe (QYHKIUN
o YIPaBJICHHUIO (aIMMHUCTPUPOBAHUIO)
nH(OPMALIMOHHOU CUCTEMOH, yIpaBICHUIO
(aAMHUHUCTPUPOBAHUIO) CHUCTEMO 3aLUThI
MEePCOHANBHBIX JaHHBIX, (YHKIUHA 10 00paboTke
MEePCOHANBHBIX ~ JIAHHBIX W HWHBIX  (YHKIUH
MH(OPMALIMOHHON CUCTEMBI

3UC.2

[IpenoTBpaiieHne  3aJ€pKKA  WIH  IpPEpbIBAaHUS
BBITIOJIHEHUS TIPOIECCOB C BHICOKUM IPHOPUTETOM CO
CTOPOHBI MPOIIECCOB C HU3KUM MIPHUOPUTETOM

3UC.3

OOecnieueHne 3alUThl NEPCOHANBHBIX JAaHHBIX OT| +
pacKpbIThs, MOTU(UKAME W HaBSA3BIBAaHUS (BBOJA
JI0XHOM MH(pOpMaLMK) NIpU ee nepeade (MOAroTOBKe
K Iepeadue) mo KaHajgaM CBSI3H, NMEIOIINM BBIXOJ 32
npenensl  KOHTPOJIUPYEMOM 30HBI, B TOM YHCIIE
OeCTpOBOHBIM KaHaIaM CBSI3H

3UC.4

ObecrnieueHne JOBEPEHHBIX KaHajla, MapLIPyTa MEXIY
aJIMUHUCTPATOpOM, IOJIb30BaTE€IeM U CpEeACTBaMHU
3amuThl MHGopManuu (QyHKUMAMH O€30MaCHOCTH
CPEeACTB 3alUThl HH(OPMALIUN)

3UC.5

3anper HECaHKIIMOHUPOBAHHOMN yIaJIeHHON
aKTUBallMM BUJAECOKaMEp, MHUKPOPOHOB M HHBIX
nepuepuiiHbIX  yCTPOMCTB,  KOTOpbIE  MOTYT
aKTUBHUPOBATbCS  yAAJIEHHO, U OIOBEIIECHUE
MoJib30BaTesei 00 aKTUBALMU TaKUX YCTPOMCTB

3UC.6

Hepe;laqa U KOHTPOJIb MEJIOCTHOCTH anI/IGyTOB




0e30macHOCTH (METOK O€30IacHOCTH), CBSI3aHHBIX C
MEePCOHANBHBIMU JIAHHBIMHU, TIpU OOMEHE HMHU C
WHBIMU HH()OPMAITMOHHBIMU CHCTEMAMU

3UC.7

KOHTpOb CaHKIMOHUPOBAHHOIO U UCKIIOYEHHE
HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BaHMsI TEXHOJIOTUH
MOOWUJIBHOTO KOJa, B TOM UHUCIE pEerucrpauus
COOBITHH, CBSI3aHHBIX C UCIOJIb30BAHUEM TEXHOJIOTUH
MOOUJIBHOTO KOJa, MX aHallu3 U pearupoBaHHUE Ha
HapylleHus,  CBA3aHHbIE  C  MCIIOJb30BaHUEM
TEXHOJIOTUH MOOUIIBHOTO KOJia

3UC.8

KoHTposb  CaHKIMOHUMPOBAHHOTO M  HMCKJIIOUYEHHUE
HECAaHKIMOHUPOBAHHOI'O UCIIOJIb30BAHUS TEXHOJIOTUU
nepeayd pedyu, B TOM YHCIIE€ PETUCTpalus COObITH,
CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOTUH Iepenadn
pedM, MX aHAIM3 M pearupoBaHME HA HapYILICHWS,
CBSA3aHHBIC C UCIIOJIB30BAHUEM TEXHOJIOTMH Iepetayn
peun

3UC.9

KoHTposb  CaHKIMOHMPOBAaHHOM M HMCKIIOYEHUE
HECaHKIMOHUPOBAHHOU nepeaadu
BUJCOMH(OpPMAIIMM, B TOM 4YHCII€ perucTparus
COOBITHH, CBsI3aHHBIX c nepenayen
BUJICOMH(OPMALINM, WX aHAJIU3 U pearupoBaHUE Ha
HapyIIEHNUs, CBS3aHHbIE c nepenaden
BUJICOMH(DOpMALIIH

31C.10

[ToaTBepxnenue MIPOUCXOKIACHUS HMCTOYHHKA
nH(pOpMaIIUY, TTOTy4aeMOU B TPOIECCE OMpPEISICHHUS
CEeTEBBIX QJpPEecOB IO CETeBbIM HMEHaM WJIH
ONpeJIeTICHUsI CETEBBIX UMEH 10 CETEBBIM aJpecam

3UC.11

OOGecrieueHue MMOAJIMHHOCTH CETEBBIX COCIUHEHUI




(ceaHCOB B3aUMOJICHCTBUS), B TOM YHCIIE JIJIS 3QIIUTHI
OT MOJMEHBI CETEBBIX YCTPONCTB U CEPBUCOB

31C.12

Hcknrouenue BO3MOKHOCTH OTpHLIAHUS
nojp3oBareieM (akra OTHPaBKH MEPCOHAIBHBIX
JAHHBIX IPYrOMY I10JIb30BaTEII0

31C.13

Hckmrouenue BO3MOKHOCTH OTpHLIAHUS
nojip30BareieM (akra IMOJNYyYeHHS IEepCOHATBHBIX
JAHHBIX OT JIPYTrOro MOJIb30BaTels

3UC.14

Vcnonb30BaHue yCTPOMCTB TEPMUHAIBHOIO JOCTYIA
111 00pabOTKU MEPCOHAIBHBIX TaHHBIX

3UC.15

3ammTa apXuWBHBIX (DaiIoB, MapaMeTpOB HACTPOWKH
CpeACTB 3allluThl HHGOpPMALUU U IMPOrPAMMHOIO
oOecriedeHnss M WHBIX JAHHBIX, HE MOJUICKALINX
M3MEHEHHMIO B Ipolecce 0O0pabOTKM NEepCOHANTbHBIX
JAHHBIX

3UC.16

BoisBnenne, anHanu3 U OJOKMpOBaHHE B
MH(POPMAIIMOHHOM  CHUCTeME  CKPBITBIX  KaHaJOB
nepenayv uHGOpMaluu B 00X0J1 pealnu30BaHHBIX MEP
WJIM BHYTPH Pa3pelIEHHBIX CETEBBIX IIPOTOKOJIOB

3UC.17

Paz6uenne MHPOPMALIMOHHON CUCTEMBI Ha CETMEHTHI
(cermeHTHpOBaHUE HH(POPMALIMOHHOW CHUCTEMBI) U
obecriedyeHre  3alUThl  TEPUMETPOB  CETMEHTOB
MH(OPMALIMOHHON CUCTEMBbI

3UC.18

ObecrnieueHue 3arpy3Ku U UCHIOTHEHHS IPOTPaMMHOIO
o0ecreyeHrs: ¢ MalllMHHBIX HOCUTENEH epCOHANbHBIX
JAHHBIX, JOCTYIHBIX TOJBKO JJI1 YTEHHS, U KOHTPOJIb
LEJIOCTHOCTH JIaHHOT'O IPOTPAMMHOT0 00eCTIeYeHHS




3UC.19 M3onsanust mporieccoB  (BBIMOJHEHHWE TIPOrpaMM) B
BBIJIEJIEHHON 00JIaCTH [aMATH

3UC.20 3ammTa 0eCrIpOBOJIHBIX COCIMHEHHM, IPUMEHSIEMBIX B + +
MH(POPMAIIMOHHOHN cUCTEMe

XIV. BrisBiieHuE MHIIMAEHTOB U pearnpoBanue Ha Hux (MHILI)

WHII.1 Omnpenenenue JMll, OTBETCTBEHHBIX 32 BBISBICHUE +
MHIUJIEHTOB U pearupoBaHKe Ha HUX

WHIL.2 ObnapyxeHue, UICHTHPHUKAIUS ¢  PETUCTpalus +
WHIIUJICHTOB
WHIIL.3 CBoeBpeMeHHOE UH(GOPMHUPOBAHHE JIUIL, +

OTBETCTBEHHBIX 33 BBIABICHHE HMHUUICHTOB U
pearupoBaHue Ha HUX, O BOSHUKHOBEHHH MHIUJACHTOB
B HMH(POPMALIMOHHON cHCTeMe MOJb30BaTEeIsIMU U
aMUHUCTpATOpaMu

HHII.4 AHaM3 WHUWJIEHTOB, B TOM YHCIIE OINPEICIICHUE +
HWCTOYHHUKOB U NPUYUH BO3HUKHOBEHUS MHILUICHTOB,
a TAK)Ke OLICHKA MX MOCIEACTBHUI

MHIL.S [IpuHATHE Mep 1O YCTPaHEHUIO MOCIEACTBHU +
VHIIAJIEHTOB
HHII.6 [InannpoBaHue U IPUHATHE MEP 1O IPETOTBPALIEHUIO +

MOBTOPHOI'O BOBHUKHOBCHUS MHIITUACHTOB

XV. Ynpapnenue koHpUryparueit HHGOPMAITMOHHON CUCTEMBI U CUCTEMBI 3aIUTHI
nepcoHanbHbIX JaHHBIX (YK®D)

YK®.1 Omnpenenenue UL, KOTOPBIM pa3pellieHbl AeWCTBUA + +
0 BHECEHUIO M3MEHEeHuHl B  KOH(puUrypauuio




I/IH(l)OpMaL[I/IOHHOfI CHCTEMBI H CHCTCMbI 3alllUThI
MEPCOHANIBHBIX JaHHBIX

YK®.2 VYnpasnenue W3MEHEHUSIMU KoHpUTypamum + + +
WH()OPMAIIMOHHOW CHCTEMBbl W CHCTEMBI 3alllUThI
MIEPCOHANBHBIX TAHHBIX

VK®.3 AHanu3 NOTEHUMAIbHOTO BO3ACHCTBUS IUIAHUPYEMBIX + + +
W3MEHeHHH B KoH(purypauuum wuH)OPMAITHOHHON
CUCTEMBI M CUCTEMBI 3aIUThl IEPCOHABHBIX JaHHBIX
Ha oOecleueHre 3allUThl TEPCOHATBHBIX JAHHBIX WU
COrJIacCOBaHME  M3MEHEHHH B  KOHQUTYypaluu
MH()OPMAIMOHHONW CUCTEMBI C JIOJDKHOCTHBIM JIUIIOM
(pabOTHMKOM), OTBETCTBEHHBIM 3a oOOecIeueHue
0€30IMMacCHOCTH MTePCOHATBHBIX JTaHHBIX

YK®.4 JoxymentupoBanue uHpopmanuu (JaHHBIX) 00 + + +
W3MEHEHUAX B KOHQUTYypaluud HHPOPMAIMOHHOMN
CHUCTEMBI 1 CUCTEMBI 3allIUThl IEPCOHATBHBIX JTAHHBIX

"+" - Mepa mo obOecnedeHUI0 O€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX BKIKOYEHAa B 0a30BbIH HAaOOp Mep A COOTBETCTBYIOLIETO YPOBHS
3aIlIUIIEHHOCTU IEPCOHAIbHBIX JaHHBIX.

Mepsi o obecrieueHn0 6€30MacCHOCTH MEPCOHANIBHBIX JaHHBIX, He 0003HAYCHHBIC 3HAKOM "+, MPUMEHSIIOTCS TPU aanTainuu 6a30BOro Habopa
MEp U YTOUHEHUHU aJalTHPOBAHHOro 0a30BOro Habopa Mep, a Takke NpH pa3pabOTKe KOMIEHCHUPYIOIIUX Mep MO O00ECHEeYeHUI0 Oe30MacHOCTH
MNEPCOHANIBHBIX JaHHBIX.




